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Purpose

This application is designed to provide atool for licensees to report a cyber event to the
Kentucky Department of Insurance.



System Business Rules

Access to Cyber Reporting is granted in the DOI’ s eServices tool.

- For Companies- Annua Statement Account
- For Business Entities - Business Entity Licensing Administrator Account



Logging In

Accessis given from the DOI internet page:

https://insurance.ky.qov/

Click eServices here:

{—

Click hereto load credentials to access the proper eServices account.

Enter the proper email and password:




The eServices menu will display with this option.

Report Cyber Security
Event

oluntary License

[T

If you cannot access your account, you will need to reach out to Kentucky Online
Gateway for assistance:

https://koqg.chfs.ky.gov/public/Help




Reporting a New Event

After the user accesses the eServices menu and clicks “Report Cyber Security Event”,
this page will present:

- The User will need to complete 12 sections
- All fields marked with a arerequired fields

Hizw was T imkrmaion esposad, Kl siolen, of SCoessad? InClude e ienily of Me scunce of e Cybereecurity Event, if known (Maximuam 3500 charcers)
How was e Cybersecunty Evenl discowsred? {Maximuam 3500 chamciers)

\Wnat Gclions are (Eing 1aEEN K Fecower Kal. Siokn o impropety accessed mfomation? (Maxmum S50 charsdien)

e
Section 4. Third-Party involvement

Did e Cybersecunty Event oocur within the informalion | systems maintaned by the koenssd entity or indaidual reporiing the Cybersscurty Event or within the:
irkormadion [ systems maintainsd by a fhird-party ssnvice provider?
Calmt -

rame of e TRind-=any Jereice Provider

Cescription of the Third-Party S=nice Frovider (kizimum 1000 charcbers)

W veers e apecilic ke and responsibdiies of (he Thind-Pary Senice Provicer? (WMaximum 1000 charotens)

\‘



Seclicn S Informanan Invelved [Chech Al B appiy)
| pamagrephic Infoemation | Heath minmatien ] Fisascisl Infermation. | other
"z ihe slecTonic information ivvotved in Ihe Cybersenunty Evert pratecied in some manner? * Cives (0 Hp ) WU i mvalved paper recons only

Describe the effoits being undertaken ja remediale the shatbion which pemitied the Cybersecorty Ewent 5o oocur (Wamam 3500 chamchers)

Section & Humber of Individuals | Emtities Affected

HNumber afiscted nagonaly * Humber afiscled i Kemucky *

Section 7. Business-Relxied Information

If the Ncensse's cun business daka was involved, plezse prowide details oot ihe fype(s) of data mvolved (Maximum 3500 characters)

Secuan I, Netfication Requinsnssnls

15 8 nolice W impacied Kentucky residents | enftiies required wder Kenucky or federal sy * Crvas 0 Ho O Unknown

Sacion 8. Law Enforoemient

Has a police report been Tied? Has any regulatory, govemmental, or ciher krw enforcement agency besn noliied? (If yes, pieass attach documentalion of repart ( notficztion
uniesz ar=sdy provided o the KYTOL "

Poilice Repori™ Cowes Mo 1 Wil D2 responding on A subseguan date

Reguigion Agancy Cowes Mo 1 Wil D2 responding on A subseguan date

Seclion 10, Contact IMfermation of IRdnddual Pamiliar with Syberiscurity Bvent and Authonsed 1o Act on Behall of the Lissrdes

First Mame:* Last Mame-

Tie®

Auress Ling 1 Aekiess Line 2.

Frsitan Coe: S - . G “
Telegrone:* Fax Emnil

When all data has been properly entered, click “Continue’ to proceed to Sections 11 and
12.
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The user must provide three items.
- A report of the results of any internal review identifying alapsein either
automated controls or internal procedures, or confirming that all automated
controls or internal procedures were followed.

- A copy of thelicensee's privacy policy

- A statement outlining the steps the licensee will take to investigate and notify
consumers affected by the Cybersecurity Event.

Select the document, click choose
file, and upload the document. It

will be written to therecord. You
may remove arecord uploaded in

error by using the _®/ icon...

The licensee must attest to the accuracy of the data submitted.



Secton 12. Attestation

| aftes, fo the best of my knowiedge, that the nformation submitted on s form is trus and cormect b the bestof my information and belef. By submiing this form, | 2m
acknowiedgng that | am autharized 4o submi tis fom on behaif of the licensee or company. | fariher understand and agre= thal Seclion 38-55-60 of the Kenlucky Code of Laws:
afiords confidential meztment 1o cerain miomation submitksd bo the KYDAO! in accordance with Chapter 55, However, | undarstand thal under stale o f=deral law, the Kenlucky
Di=partment of Insurance may be required to ref=ase satistical or aggregate INrmation provided i this cybersecurity event nolfcation. | 2cknowlsdge thal coples. of consumer
nofices may aksn be made availbie via the Depanment's webste and ihe Deparment may also make availzbis summany iMarmation relzed to oyberscurity events requinng
public notfication such as the identity of the censess or third-party service provider, 1he number of Indhiduals afecied, e actions [aken by the licznses 1o remedy the
cybersecuriy svent and serdices avalabie to consumers. | undersiand hat Sechion 32-59.50 also gives the Director the 2ulhority o use the documents, maerials or other
nformation furnished by 2 lic=nses or someone acting on the Boensss's behak in furiherance of reguistony or kg2l actions brought 25 a par of e direcors dutls.

1 Agrem

Click “Continue” to complete the process.

The final page will present.

TRANMSACTION DETAILS

Dod I Hame ‘Contaxcd Mame [Event Discovened Date

1 e Arinem Healh Plans of Kenucky, v, TESTTEST TR

_q
Click “ Submit

Transaction” to
complete the

reporting.

A confirmation email will be sent with the Transaction ID to thefiler.
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Reviewing/Updating a Cyber Event

To update a submitted event, re-enter eServices (access is explained above).

Report Cyber Security
Event

oluntary License

W

A list of all reported event will present. Click the last submitted record in the event to
update.

Ewam I Evan Hscovaned Daoa Loz Mama Tiicha Stamus Stanus Dae
= Bz Ciikear BordarColia CED  Suehmiicd Em20a2
£5-1 Bz Dikear BorskarCalia CED  Submiied Em2032
5.2 T e Ciikwar BorskarColia CED  Suhmiicd EMQzE
£G5-3 L F e D BorokarCalia CED  Submited B33

Click this control to
display the last/best
record to update.

NOTE: A user will not be able to alter a closed event.
Thelist will show all event records submitted, so a history of the submission displays.

After the data has been atered, click “Continue”’ to proceed to completion.

TRANSACTION DETAILS

[a]e- ] 0] Hame Contxod Mame Event Discovened Dabe
1 A0 Aninam Haath Pin of Kenlicky, n: TEST TEST TISENEA
add Mare Events || Submi Transacson Then click “ Submit

Transaction” to finalize.
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A confirmation will be sent to the user the transaction is compl ete.
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Questions?

Should you have technical questions regarding Cybersecurity submissions, email
DOI.CommissionerOffice@ky.gov for further details. If you havean IT
problem/question, email DOI.ISHelpDesk@ky.gov.

13



