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Purpose

This application is designed to provide a tool for licensees to report a cyber event to the
Kentucky Department of Insurance.
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System Business Rules

Access to Cyber Reporting is granted in the DOI’s eServices tool.

- For Companies - Annual Statement Account
- For Business Entities - Business Entity Licensing Administrator Account



5

Logging In

Access is given from the DOI internet page:

https://insurance.ky.gov/

Click eServices here:

Click here to load credentials to access the proper eServices account.

Enter the proper email and password:
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The eServices menu will display with this option.

If you cannot access your account, you will need to reach out to Kentucky Online
Gateway for assistance:

https://kog.chfs.ky.gov/public/Help
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Reporting a New Event

After the user accesses the eServices menu and clicks “Report Cyber Security Event”,
this page will present:

- The User will need to complete 12 sections
- All fields marked with a red * are required fields
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When all data has been properly entered, click “Continue” to proceed to Sections 11 and
12.
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The user must provide three items.

- A report of the results of any internal review identifying a lapse in either
automated controls or internal procedures, or confirming that all automated
controls or internal procedures were followed.

- A copy of the licensee’s privacy policy

- A statement outlining the steps the licensee will take to investigate and notify
consumers affected by the Cybersecurity Event.

The licensee must attest to the accuracy of the data submitted.

Select the document, click choose
file, and upload the document. It
will be written to the record. You
may remove a record uploaded in

error by using the icon…
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Click “Continue” to complete the process.

The final page will present.

A confirmation email will be sent with the Transaction ID to the filer.

Click “Submit
Transaction” to
complete the
reporting.
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Reviewing/Updating a Cyber Event

To update a submitted event, re-enter eServices (access is explained above).

A list of all reported event will present. Click the last submitted record in the event to
update.

NOTE: A user will not be able to alter a closed event.

The list will show all event records submitted, so a history of the submission displays.

After the data has been altered, click “Continue” to proceed to completion.

Click this control to
display the last/best
record to update.

Then click “Submit
Transaction” to finalize.
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A confirmation will be sent to the user the transaction is complete.
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Questions?

Should you have technical questions regarding Cybersecurity submissions, email
DOI.CommissionerOffice@ky.gov for further details. If you have an IT
problem/question, email DOI.ISHelpDesk@ky.gov.


